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Introduction 

An academic examination can be defined as the 

assessment of a person's Performance with a series of 

questions, problems, or a series to determine the 

amount of knowledge that the person has acquired, the 

quality and effectiveness of the skills the person has 

developed, and the extent to which the person can 

utilize it. (Gronlund, 2003). In the 16th century, the 

Jesuits introduced a form of written examination into 

their schools. This examination is governed by the 

Ratio Studiorum, held annually throughout their 

schools to determine whether school children are to be 

promoted to higher classes. The Ratio Studiorum 

which was formally drafted in 1599 but was revised in 

1932 contains a code of rules for the conduct of school 

examinations (Woods, 2005). 

The examination screening system is a combination of 

persons and or machines comprising of 

examiners/invigilators, students/candidates, 

examination center or hall, and candidate’s 

verification sheet, working together to accurately 

identify and verify examination candidates before they 

start writing the examination. Proper screening of 

candidates ensures that the examination is conducted 

in a trusted manner. 

Biometrics are features that (uniquely) identify a 

person based on his physiological or behavioral 

characteristics. It relies on something that a person is, 

for identification or verification, and therefore can 

accurately differentiate between an authorized person 

and a fraudulent imposter. The fingerprint is one of the 

most unique biometrics that differentiates people. 

Fingerprint Controlled Examination System is of two 

phases: Enrollment phase and Verification phase. The 

enrollment phase starts from the beginning of the 

semester and ends at mid-semester. On the other hand, 

the verification phase starts during the examination. 

This is when the system is used to quickly verify 

student's identify just before they gain access into the 

examination hall. Students place their finger on the 

scanner, if a match is found, the student is allowed 
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The Fingerprint Controlled Examination Screening System is a critical system 

proposed and researched by researchers as the most viable means of addressing 

the growing problems in examination processes, particularly in higher education 

institutions. There are numerous records of problems that afflict schools, 

particularly higher education institutions, in our society today. One of the issues 

is the problem of examination malpractice caused by impersonation. Most 

institutions and examination bodies rely heavily on invigilators to manually 

compare students or examination candidates to images printed on paper in order 

to identify impersonators. This method is untrustworthy because humans may 

have difficulty distinguishing between look-alikes. Furthermore, this method 

may be time-consuming and necessitate more human effort. This research aims 

to solve this problem by utilizing a human physiologically unique feature known 

as the fingerprint, which has been shown in previous studies to be unique even 

between twins. This distinguishing feature is extremely reliable in identifying any 

individual, so it is proposed in this study as the most viable means of addressing 

the problem of impersonation during examination. The agile methodology was 

used to create the system. This method was chosen because it allows the 

researcher to divide the system into units or phases and plan, execute, and 

evaluate each phase separately before combining them all into one system. 

Microsoft C # was used in the development of the software because it is built on 

the robust features and characteristics of Object-Oriented Programming and has 

the flexibility provided by Microsoft Inc. Microsoft Access is the database 

management program used, and it is strong, secure, and compatible with the 

programming language of choice. 
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access, otherwise, the student is denied access into the 

examination hall. In most schools examination 

screening is done manually. At best the candidate’s 

identity cards are examined one by one to determine 

the validity and suitability of examination candidates. 

The objective of the research is to develop a reliable 

fingerprint system for identifying and screening 

students for examination and to produce a system that 

will be used for fast in admitting students into the 

examination hall. 

 

Concept of Biometrics and Fingerprints  
 

Those human characteristics sometimes referred to as 

biometric identifiers like a fingerprint, facial pattern, 

iris pattern, voice, or DNA is considered unique to 

individuals and may be used in combination to ensure 

greater accuracy of verification or identification. 

Biometrics can also be seen as a branch of biology that 

studies biological phenomena and observations using 

statistical analysis. (Maria, 2019). Both the 

physiological and behavioral characteristics are used 

in biometrics. Biometrics can also provide a 

reasonable level of confidence in authentication 

individuals. Fingerprints consist of a series of ridges 

and furrows on the surface of the finger and patterns 

such as swirls, loops or aches surrounded the core 

which makes them distinctly different for each person 

Kumar and Ryu, (2009). 
 

Authentication, Identification, Screening and 

enrollment Mode of Biometric Systems  
 

In authentication mode, a biometric system performs a 

one-to-one comparison of captured biometric features 

with a specific template stored in a biometric database 

to determine if an individual is a person they claim to 

be. This involves comparing two sets of data. The first 

data is captured and stored in a database during the 

enrollment mode, while the second data is presented 

by the user d the system. If the set of data is identical, 

the system gives a positive response, but if not 

identical, the system returns a negative response. 

(Uche, 2021). In identification mode, the biometric 

system performs a one-to-many comparison against a 

biometric database in an attempt to establish the 

identity of an unknown individual. During enrollment, 

the biometric information of the individual is captured 

and stored in a database. Screening entails verifying 

whether the student meets the requirements for the 

examination. 

Empirical Analysis of the Adoption of Biometric 

System 

According to a survey carried out by Ping Identity, 92 

percent of enterprises rank biometrics authentication 

as an effective or very effective to secure identity. 

Further 86 percent say it is very effective in securing 

data stored in the cloud Denver, 2019). Another survey 

reported by Peter (2018) in Spiceworks stated that 62 

percent of companies are already using biometric 

authentication and about 24 percent of other 

companies plan to deploy it within the next two years. 

Biometrics is a rapidly evolving technology that has 

been widely used in areas like forensics, criminal 

identification, and prison security, and it has the 

potential to be widely adopted in a very broad range of 

civilian applications 

 

System Development Methodology  
[ 

The method used in this study is the agile 

methodology. This method employs an iterative and 

incremental strategy to deliver a system that can be 

easily changed or updated to suit users’ needs. At the 

end of every iteration, a working system prototype is 

achieved, then the process is incremented to the next 

iteration.  

Requirement Specification of the Proposes System 
 

The requirements specification of a system is the 

functions that are expected from the system. In this 

study, the requirements specifications of the new 

system are in two categories which are listed below. 

The user should be able to edit, update students’ details 

and also print confirmation slips. The system 

requirements include to capturing, storing, retrieve 

and generating reports users details 

 

Object Modelling 
 

The Unified Modelling Language (UML) diagram 

used to model the system objects is the class diagram, 

and it is shown below. 

http://www.ijbst.fuotuoke.edu.ng/


International Journal of Basic Science and Technology                                                                   ISSN 2488-8648                                                                                                               

December, Volume 8, Number 1, Pages 1 - 8                                                                http://www.ijbst.fuotuoke.edu.ng/  3 
 

                   

 

 
Fig. 1: Class Diagram of the Proposed System 
 

 Activity Diagram 

This diagram is a behavioral diagram that depicts the 

behavior of a system and portrays the control flow 

from a start point to a finish point, showing the various 

decision paths that exist while the activity is being 

executed. The diagram below shows the activity 

diagram for fingerprint verification. 

 
Fig. 2: Verification Activity Diagram 

 
Block Diagram of the Proposed System 

System block is the abstract model that describes the 

structure, behavior, views of a system and conveys 

information about the elements that make up a system. 

The diagram below shows the structure of the new 

system.  
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Fig. 3; Proposed System Block Diagram  

 

System Design and Implementation 

Overview of the System Design 

System design is the process of defining the elements 

of a system such as the architecture, modules, 

components, different interfaces, and data so that the 

system can satisfy certain requirements. It is a phase 

that bridges the gap between the problem domain and 

the solution to the problems. It emphasized translating 

design specifications to performance specifications  
 

Input Design 

The input design is the process of converting a user-

oriented description of inputs into a programmer-

oriented specification. It includes specifying how end-

users and system operators direct the system is 

performing actions. The design of input focuses on 

controlling the amount of input required, controlling 

errors, avoiding delay, avoiding extra steps, and 

keeping the process simple. The error raising method 

is also included in the software, which helps to raise 

error messages while the wrong entry of input is done. 

In design input mechanisms, the following are 

considered. 
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 Student Enrollment Input Design 

 

 

 

 

 

 

 

 

 

 

Fig. 4; Student Registration Input Design 

 

 

 

Program Flowchart 
Program flowchart is the diagrammatic representation of an algorithm or step-by-step sequence of instruction in a 

single program, subroutine, or function. The flowchart for the enrollment and verification functions of the new 

system is shown below. 

                                        i. Enrollment Flowchart 

 
                                                              Fig.5 Enrollment Flowchart 

                               ii  Verification Flowchart 
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                                                Fig. 5; Verification Flowchart 

Output Design 

 
Output design is a process of specifying the necessary 

system outputs in a format that conveys information to 

the end-users according to requirements. It is the most 

important and direct information source to the user and 

should be designed in an effective and efficient format 

in other to improve the relationship between the 

system and the user and help in decision making. The 

following are considered in the design of the output 

design. 

 
Fig. 6: Enrolled Students Output Design 
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4.4.2 Student Verification Output Design 

 
Fig.  7: Comment and Reply Design 

 
 Database Design 
The Database is very crucial for every information 
system, as it is used to store data and results of 
processing. Data are stored in a logical table that 
corresponds to different entities that make up a 
system. This includes the user table  
 
Entity- Relationship Model  

An entity-relationship diagram (ERD) is a high-level 

model that describes the data elements or entities in 

the new system, and the relationship that exists among 

them. The entities identified in the new system include 

users (admin and invigilator), enrolled students, 

department, level, and course. These entities have 

attributes and relationships in the new system as 

shown in the diagram below. 

 
Fig. 8; Entity Relationship Diagram 

 
System Implementation, Security and 

Programming Language 

System implementation is simply translating the user 

requirements specifications into a functional or 

practical system to satisfy the user’s needs. C# is used 

in developing the application. The system uses a 

strong hashing technique for security. 

 

Conclusion 

Biometric features such as fingerprint have gained 

support and usage worldwide because it is more 
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unique and can be used in identifying individuals. As 

the backbone for the new system, this feature makes 

the new system more appropriate for use during 

examination screening because it is based on the use 

of what we are (fingerprint) and not what we have. The 

researchers have successfully achieved it objectives of 

developing a secure means of authenticating students 

for examinations and by doing this has contributed to 

the reduction in the rate of examination malpractices 

in schools. 
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